
COURSE SYLLABUS

CompTIA Security+
Learn core security concepts, threats, architecture, operations and program
management, and prepare for the CompTIA Security+ exam, currently SY0-701.

$1,425 per person, including the SY0-701 exam voucher
10 guided hours plus 2 hours of coaching
On-demand asynchronous training with online support and 2 hours of coaching sessions
per course.
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CompTIA Security+
Learn core security concepts, threats, architecture, operations and program management, and prepare for
the CompTIA Security+ exam, currently SY0-701.

Price $1,425 per person, including the SY0-701 exam voucher

Time 10 guided hours plus 2 hours of coaching sessions

Delivery On-demand asynchronous training with online support and 2 hours of coaching
sessions per course.

Exam CompTIA Security+ (V7) (SY0-701). This course prepares you for the CompTIA
Security+ exam, and one exam attempt is included. The current exam is SY0-701, with
up to 90 questions in 90 minutes, including performance-based questions. CompTIA
expects SY0-801 to launch on or around November 17, 2026, and SY0-701 retires in
English on June 11, 2027, so the course and the included voucher will follow the current
exam version at the time of your enrollment. Most learners need additional self-study
and practice exams beyond the guided hours. Passing is not guaranteed.

Who it is for This course is for security analysts, systems and network administrators, help desk staff
moving into security, and anyone whose role includes protecting systems and data. It
also suits staff in roles that require Security+ under U.S. Department of Defense 8140.

Prerequisites CompTIA recommends CompTIA Network+ or equivalent knowledge; CompTIA
recommends two years of experience in a security or systems administrator role; No
formal prerequisite certification is required

Requirements Mostly cross-platform; most course activities work on Windows, macOS or Linux

About this course
This course teaches the five domains of the current CompTIA Security+ exam, SY0-701, from security
controls and cryptography basics to threats, secure architecture, day-to-day security operations and risk
and compliance. CompTIA expects to release a new version, SY0-801, on or around November 17, 2026,
so the course will follow the current exam version at the time of your enrollment, and the first module tells
you which exam to book. Scenario questions and hands-on exercises in each module prepare you for the
performance-based parts of the exam.

What you will be able to do
You will be able to explain the CIA triad and classify security controls by type and category.

You will be able to identify common threats and vulnerabilities in a scenario and select appropriate
mitigations.
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You will be able to describe secure network, cloud and data protection architectures and when to use
each.

You will be able to apply hardening, identity and access management and monitoring practices to a
sample environment.

You will be able to follow the stages of an incident response process from detection to lessons
learned.

You will be able to explain how risk management, policies and compliance requirements shape a
security program.

Syllabus

Module Hours

1. Orientation, exam strategy and which exam version to book
Exam format and domain weights, SY0-701 and SY0-801 timing, Performance-based questions,
Study plan.
Lab: You will complete a short diagnostic quiz and confirm which exam version to book for your study
window.

0.5 h

2. General security concepts
CIA triad, Security control types, Cryptography basics, Change management.
Lab: You will classify a set of controls for a sample company and match cryptographic tools to business
needs.

1 h

3. Threats, vulnerabilities and mitigations
Threat actors and motivations, Attack vectors, Common vulnerabilities, Indicators of attack,
Mitigation techniques.
Lab: You will analyze attack scenarios, identify the vulnerability each one used and choose the mitigation
that would have stopped it.

2 h

4. Security architecture
Cloud and hybrid architecture, Network security design, Data protection, Resilience and recovery.
Lab: You will review a sample network and cloud design and recommend changes that protect its most
sensitive data.

2 h

5. Security operations
System hardening, Identity and access management, Monitoring and alerting, Vulnerability
management, Incident response.
Lab: You will review sample log and alert data, decide which events need action and walk through an
incident response.

2.5 h

6. Security program management and oversight
Governance and policies, Risk management, Third-party risk, Compliance and audits, Security
awareness.
Lab: You will build a simple risk register for a sample organization and rank the risks for treatment.

1.5 h
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7. Capstone review
Mixed scenario practice, Performance-based question review, Final study plan.
Lab: You will complete a timed practice set across all domains and review your weakest areas.

0.5 h

Coaching sessions
Two hours of one-on-one or small-group coaching, scheduled with your coach.

2 h

Live online or in-person sessions are available for an additional fee. Email
admissions@wecancodeit.org for details.
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